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Service accounts are created for use by specific components of SAS® Fraud Management. This document
details the steps for changing the passwords that were assigned to accounts in SAS Fraud Management

5.

The password for each account might need to be changed in several locations, including any specified
databases, the server’s operating system, and SAS. The steps for changing a password in a database and
the operating system depend on the installed environment, and steps for these changes are beyond the

scope of this document. Steps for changing passwords in SAS® using SAS’ Deployment Manager and

SAS® Management Console are included in this document.

Table 1.1 contains an overview of the accounts and a list of their components. The actual account

names in a particular SAS Fraud Management implementation might be different from those that are
shown in the table.

Table 1.1: User IDs and Descriptions

User

Short Description

BATCH
HOST

RULES
HOST

ODE
HOST

MEH
HOST

SOR
HOST

TDR
HOST

METADATA
HOST

MID-TIER
HOST

sascfg

The user account to install
and configure SAS
software. Also used for
SAS’ Metadata Repository
backups.

sasomr

System of Record (SOR)
database access
credentials for the SAS
Metadata Repository
administrator process.

sassrv

The external account for
the SAS® Object Spawner
and for running the pooled
workspace server and
stored process server.

sharedsvc

The SAS Shared Services
database credentials that
are used to access the
SAS® Web Infrastructure
Platform database.




User

Short Description

BATCH
HOST

RULES
HOST

ODE
HOST

MEH
HOST

SOR
HOST

TDR
HOST

METADATA
HOST

MID-TIER
HOST

sassorspl

Database credentials for
system of record database
special batch jobs.

sassorbch

The database for SOR
database batch jobs.

sassorapp

SOR database access
credentials for the SAS
Fraud Management
middle tier.

sastdrspl

Database credentials for
special batch jobs of the
transaction data

repository (TDR) database.

satdrbch

Database credentials for
batch jobs of the TDR
database.

sastdrapp

'TDR database access
credentials for the SAS
Fraud Management
middle tier.

sasmehspl

Database credentials for
special batch jobs of the
Multi-Entity History (MEH)
database.

sasmehbch

Database credentials for
batch jobs of the MEH
database.

sasose

User credentials for the
OnDemand Scoring
Engine.




User

Short Description

BATCH
HOST

RULES
HOST

ODE
HOST

MEH
HOST

SOR
HOST

TDR
HOST

METADATA
HOST

MID-TIER
HOST

sasosesor

SOR database credentials
for the OnDemand
Decision Engine.

sasosetdr

TDR database credentials
for the OnDemand
Decision Engine.

satdrgrp

Database credentials for
batch jobs of the TDR
database.

v
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You need to complete the steps below to change the passwords of the user IDs for their corresponding databases
that are listed in Table 1.1.

Use the following steps to change the SAS Fraud Management users’ passwords in the SAS
Management Console Before you change the passwords in the database. You need to complete these
steps only once per environment.

1. Logontothe SAS Metadata Server as the SAS configuration user (sascfg from Table 1.1).

2. Navigate to the SAS Management Console directory in the SASHOME directory, as shown
below:

SASHOME/SASManagementConsole/9.4

3. If necessary, assign and export the DISPLAY environment variable for X windows:

Example: export DISPLAY=working-PC-IP-address:0.0

4. Submit the following command from the current directory to start the SAS Management
Console:

./sasmc




5. Select the correct connection profile to connect to your metadata server or create a new one

with the appropriate details

O Create a new connection profile

= Dpen an existing connection profile

sAsAdmin =] [ Edit... H— Delete

|| S8et this connection profile as the default

[ ok ]| cancel

Help |

6. Enter the user credentials of the SAS Admin user (sasadm@saspw, by default).

ﬂ Log On )4

Machine: '
User ID: |sasadm@saspw |
Eaggwurd: assssmmEEEEEE |

[] 5ave user ID and password in this profile

OK Cancel Help

7. Navigate to the User Manager in the left pane and make sure that the Show Users and Show

Groups check boxes are selected, as shown below:

Destrm'tm-n

44M} - group for MEH process to access MEH

44ML - graup for SOR process 10 accest SOR

44ML - group for SOR pracess to access TOR
44ML - group far SOR pracess 1o access TOR
44M] FRALDWERAPP MO 551 GRF for accessing 55
44M1 FRAUDWEBAFF RSTUDID GRF shared by difen
44M1 FRAUDWERAPP SOR GRP far atcessing S0R
A4M) FRAUDWESEPP TRS GRP far atcessing TAS
44M] FRAUDWEBAFP TDA GAP for accessing TOR
44ML Or5E JMS GRP for accessing WS

A4ML OSE M GRF far accesaing MM

44ML O5E MO 551 GRP for accessing 551 KeyStone
44M1 - group for OSE processes Lo sooess SOR
A4Ml - graug for OSE processes to socess TDA

2
Eile Edit Wiew Actions Tools Help
mEaax/ava
| Plugens | Folders | Search | = Search
Repository: 1l Foundation E',:
[ 5AS Management Cansole w| Show Users |« Show Groups | | Show Roles
% L Environment Manage ment I Lser. Group, ar Role
o [ Authorization Manager | & 22w 2dmniszratar
o () Data Library Manager I & 44ml ETLMEH GRP
o= &y Foundation Services Manager | @ sam1 ETLMEN 52U
e Iy Metadata Manager 1% 2am rr: SOR GRP
# i Publishing Framework | & 4am1 ETL50R OMR
o [ Schedule Manager (| & 2am1 ETL50R 5L
o Il Server Manager W% sam1 ETLTOR GAP
e {|& 24p0 ETLTDR SPL GRP
._.lMﬂ_ aring & 44M1 FRAUCWERIAPF MO 551 GRP
LI Maintenance | & 24M1 FRAUDWERAPP RSTUDIO GAP
¥ I application Management Il savn FREUDWERLPP SoR cRP
= & Configuration Manager I|& 2200 FRAVOWERLEP TUS GRP
o ) Deployment Tester & 44M1 FRAUCWERIASF TDR GRP
{1 aam1 05E MS GRP
1| 420 osE o caP
& 24m 03 MEH
1| & 24m1 0SE MO 5SLGRP
|{% 24sn 0sE SOR GRP
I|& 4401 05E TOR GRP

|41 TAS S0 GAP for accessing S0R

W

MWTA‘“ et




The list of users (shown above) contains a set of users with names like implementation-
name ETL, implementation-name FRAUDWEBAPP, implementation-name OSE, and
implementation-name TAS. In this example, implementation-name is replaced with
44M1, but this will be different in other environments.

8. Right-click the first name in the list and select Properties.

) User, Group, or Fole Descrption
& 44M1 Admanistratar —
& aam1 ETL MEH 44ML - groug for MEH process to access MEH
& 24ml ETLMEH|  Hew ¥
‘g 44M1 ETLS0R | 3¢ Delete 44M] - groug for SOR process to access SOR
44M]1 ETL 50R {
& 241 ETL 50k { [H Broperties |

9. Navigate to the Accounts tab in the new window that is displayed. Then, select the user ID and
click the Edit button.

B 2am1 ETL MEM GRP Properties x

[ General | Members | Groups and Roles | Accounts | Authorization |
Logins defined for 43M1 ETL MEH GRP_

| Authentication Domaln User iD I Fassword ) I_H'B'W—|
[sazmehbch &
Edit |

L Delate

ARt s IS B N P

This action opens the Edit Login Properties window.

10. Enter the new password value in the Password and Confirm Password fields in the Edit Login
Properties window. Then click OK.
&) Edit Login Properties »

Enter Login information. Enter User IDs for Microsoft windows in the format of
domaintusend. See help for detalls.

user Io: |zazmehbch
Password: |esnmanns
Confirm Password: [sssmansns

Authentication Domain:  |gam1 v!l Hew |

DK | Cancel | Help |




11. Click OK in the Name Properties window (from step 9) to return to the User Manager. Repeat
steps 8-10 for all of the Accounts below:

e implementation-name ETL MEH GRP
e implementation-name ETLMEH SPL
e implementation-name ETL SOR GRP
e implementation-name ETL SOR OMR
e implementation-name ETL SOR SPL
e implementation-name ETL TDR GRP
e implementation-name ETL TDR SPL GRP
e implementation-name OSE MEH

e implementation-name OSE SOR GRP
e implementation-name TAS SOR GRP
e implementation-name TAS TDR

12. Exit out of SAS Management Console.

You must use SAS Deployment Manager to update the user accounts that are associated with the SAS
middle tier and the SAS Fraud Management web application. Use the following steps to update the
passwords of the sassorapp, sastdrapp, and sharedsvc users. You need to perform these steps
on each middle-tier server in the environment.

1. Logon to the SAS middle-tier server as the SAS configuration user (sascfg from Table 1.1).

2. Submit the following command to stop all SAS middle-tier processes that run this server:
SAS-configuration-directory/Levl/sas.servers stop

3. Navigate to the SAS Deployment Manager directory in the SASHOME directory:
SASHOME/SASDeploymentManager/9.4

4. If necessary, assign and export the DISPLAY environment variable for X windows:
Example: export DISPLAY=working—-PC-IP-address:0.0

5. Launch SAS Deployment Manager by submitting this command:

./sasdm.sh



6. On the Select SAS Deployment Manager Task page select Update Passwords and click Next.

&

Select SAS Deployment Manager Task

The 585 Deployment Manager provides tasks to help you manage
vour software deployments. Select the task you want to perform,

The following tasks are avallable for this software deployrment:

L]

¢ =] Administration Tasks
® Update Passwords
2 Rebuild Web Applications
O Deploy Web Applications
O Remove Existing Configuration
2 Renew 545 Software
) Update SID File in Metadata
) Update Host Hame References
) apphy Hot Fixes

[

Update Passwords
Update passwords for selected users in an existing configuration.

i et = II Cancel

7. Select the configuration directory of your SAS middle-tier processes (if multiple selections are
available). Then click Next.

G/ SAS Deployment Manager — O X

Select Configuration Directory/Level

Select the configuration directory and the level within the
configuration directory to manage.

@ Select Configuration Directory

Canfiguration Directory Configuration Level
fesofconfigfSASFraudomMR, Lewl
fssofconfigrSASFraudwiP Lewl
fssofconfigiSASFraudBatch Lewvl
rssofconfig/SaSFraudRules Levl
fssofconfigiSASFraudoDE Levl
fssofconfig/SASFraudTas Levl
fssofconfig/SASFraudMidtier Levl

) Enter Configuration Directory and Level

Configuration Directory:

Browse...

Canfiguration Level:

= Back I Mext = || Cancel




8. Enter the SAS administrator user credentials. Then click Next.

G 5AS Deployment Manages

Specify Connection Information
Specify connection information to the SAS Metadata Server.

Hezsg Mame:

Paort:

B561

Wser D

|sasadm@saspw |
Pazsword:

| <Back | HNest> H Cancel |

9. Enter the current credentials for the SAS Shared Services database user (sharedsve, from
Table 1.1). Then click Next.

G 545 Deployment Manager

S5AS Web Infrastructure Database JDBC Properties
Specify the connection information for the S85 Web Infrastructure
Database |DBC connection,

Host Name:
dbe

User Io:
[sharedsve
EBazsword:

Help = Back | Hest = H Cancel




10. Select the sassorapp, sastdrapp, and sharedsvc user IDs from the list. Then click Next.

& 545 Deployment Manager
Select User IDs
Select the user IDs for which the passwords should be updated.
Usar I Authentication Doemain

| ¥| zassorapp Mot Applicable
[¥] sastdrapp Mot Applicable
L] midssl_44M1 Mot Applicable
L] ridexplr_44m1 Mot Applicable
[ltasdds_admMi Mot Applicable
L] sastrust@saspw Mot Applicable
L] sasadm@saspw Hal Applicable
¥l sharedsve Mot Applicable
| gelectall || glearal |

Help | = Back I [Ent = | | Cancel i

11. Enter the new password value into the Password and Confirm Password fields for each of the
individual user IDs. Click Next to advance to the pages for each user ID.

The sassorapp user ID:

§ 545 Deployment Manages - D x

Specify New Password
Specify the new password for the "sassorapp” user 1D,

User ID;
A Orapp

Help | = Back l [t = J| cancel
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The sastdrapp user ID:

G 5A% Deployment Manages - m] 4

Specify New Password
Specify the new password for the "zastdrapp” user ID.

User ID:

zastdrapp

Pasaword:

[eamermeess ]

Ceonfirm Password:

Help [ < Back | Hesxt = || Cancel

The sharedsvc user ID:

§ 545 Deplayment Manager

Specify New Password
Specify the new passweord for the “sharedsvc® user I0U

Wser ID:
sharedsve

Confirm Password:

i < fack I et = ]l Cancel ]
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When you finish entering passwords for the three user IDs shown in the previous images and
you click Next, the Summary page is displayed:

G SAS Deployment Manager = O *

Summary

Review the selected product configurations. This is the last chance
to go back and make changes before writing to vour system.

Stage 1: Update Passwords
1. 545 web Infrastructure Platform
2. SAS web Application Server Configuration
3. SAS Fraud Management Data Services
4. SAS Deployment Manager

Stage 2: Run Post-update Passwords Tasks
1. 5AS Deployment Manager

@ Completed successfully
@ Completed with warnings
3 Completed with errors

| = Back I Start || Cancel |

12. Click the Start button to start the password change process. The process should complete with
all green check marks each stage, as shown below.

B 5AS Deployment Ma

Deployment Complete

Stage 1: Update Passwords

@ 1. SAS Fraud Management Mid-Tier

@ 2. 5AS Web Infrastructure Platform

@ 2. 5a5web Application Server Canfiguration
@ 4. 545 Deployment Manager

Stage 2: Run Post-update Passwords Tasks
@ 1. 545 Deployment Manager

% Completed successfully
@ Completed with warnings
3 Completed with errors

| = Back I Mext = || Cancel |

13. Click Next to advance the page. Then, click Finish to close SAS Deployment Manager.
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Completing the previous steps changes the application’s database passwords so that they are detected
upon start-up. As mentioned earlier, you must complete the password-change steps for each of the
user IDs for their corresponding databases that are listed in Table 1.1.

After you change the passwords for each database, you can start (or restart) the applications to load
the latest database credentials and create new database connections.
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